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enterprise, desined to identify potential events that may affect the entity, and manage
risk to be within ifs risk appetite, to provide reasonable assurance regarding the
achievement of entity objectives.
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Risk Management vs. Risk Oversight

Jim DelLoach
Clabal Risk 5al 1

You
Tu I] e 10 https://www.youtube.com/watch?v=0eVo3cdOtTM




________ - COSO’s FOUR
Recap: “"" Highlighted Areas of [
COSO ERM Board Risk Oversight

Toernal Exvironment v Understand the entity s rsh philosophy and concur with the entity’s sk appetite, Rieh appette s
T the ammotat of risk, o o broad level, an onganization 1 wiling to aceept in pursult of stakebolder value.
« Risk appatita ki

Because boards vepresent the views and desives of the organizanon's ey stakieholders, management
should have an active discussion wath the board to establish 2 motual understanding of the orzmnization s
overall appette for risks

o Review the entity’s portfolio of risk and consider it against
the entity’s risk appetite. Effective board oversight of risks is
contingent on the ability of the board to understand and assess
an organization’s strategies with risk exposures. Board agenda
time and information paclkets that integrate strategy and
operational nitiatives with enterprise-wide risk exposures
strengthen the ability of boards to ensure risk exposures are
consistent with overall appetite for rislk.

v Runow the extent to which management has established effective enterprise risk mansgement of
the organtzation. Boards should mqure of management about existig risk management processes and
challenge management to demonstrate the effectiveness of those processes n wlentifrme, assessing, and
wanagig the organizaion’s most significent enterprse-wids visk expostres

v Be apprised of the most significant visks and whether
management iy responding appropriately.  Risks are
constantly evolving and the need for robust information 15 of high demand  Regular updatmg by
managenent to boards of hey visk indicators 1 eritical to-effective board oversight of key sk exposures
for preservation and enhancement of stakehalder value.
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Area 1: ris Philosophy, Risk Appetite and Communication

n. Risk Philosophy (Aat%afignaas)

n.1 Risk-Managed Value Creation

N.2 ANMHNLFYIFINITALIHITIANI LA

2. Risk Appetite (3AUANMNLFLILLNWANY LNBFTHAAALLNWLLNWANY) LA

Risk Tolerance (5¢AUAMNLELN “nla 5u 112”7 vinwaiai)

2.1 Corporate [WNATNIINVBILIEN (N5FDE15219AIAWN ROE NnNnuUAILRAL

a 1 [~ %
ANFIRNITN D1INITIWIINL W 5$ﬂﬂﬂ'l%ﬂa'l\‘i)

2.2 Strategic Objectives d0d13W1% KPIs ag Targets

@. Communication {11 Objective Settings GREY Strategies and Plans

“NA” s£AU Sound Strategies and Disciplined Planning
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Area 2: Portfolio Risks

N. AIAWNUHIITBTINIAWANINTIN KPIs uas Targets
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whrnrelnnisay tNaaNLd8%1810% Risk Tolerance

2. d189aN15UILABITALANNLFLIAHN (Impact x Likelihood) nauny Heat Map

1 . . (< . =1 L% | U1 o
mnagiu Rejection Zone 5z1Lilih Key Risks 1 NIINNIIADIDUNG WWa lRAg9aNS

111 Mitigation
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Area 3: Established Effective Enterprise Risk Management

7. Established? 7% ®ATUNIN AINFITE 39 %amaﬁgﬂuuuﬁ'ﬂm% wolaaity

[~ a a
2. Effective? 1wHa thadselanitass

o 1 a Y % [~ 1
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Area 4: Appropriate Risk Response (and Monitoring)

#aJ91N BOD Linzay Key Risks #183an1359an15 Key Risks 1ol Risk
Mitigation @& Risk Mitigation Plans

<1 . { 1 A 1 o .
n19LAaaU Appropriate Response >>> “121a%130 ball#a” 311013 Risk

Mitigation Plans ua2 Key Risks 9zanasaindaatniala Risk Tolerance
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1. \E@daL Root Cause Analysis >> 11?%11]11%!@171'10 (5 Why’s)

2. 11 Cost-Benefit Analyses Ltaztﬁu Net Positive Value
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Forward Hedging W& U38Ma121% Natural Hedge Naw LWAIA2 AN LNNLRANIL
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Area 4: Appropriate Risk Response (and Monitoring) (@ia)

¥
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Risk Mitigation Plan ALLNWITH ﬁlglﬂﬂﬂa\lﬂ@li’)\‘iﬂ'\ Llﬂﬁﬂ'\ﬂﬁ')d?'l%%tﬂ%lﬂ@ﬂ&l
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Lﬁaslﬁl,ﬁﬂmwaﬁ'u%u,azuf’ﬂmﬂ%'nﬂsqaﬁ'% @89 Monitor

N. AN Milestones 284

1.1 Outputs >> ANHWBIINITNUAFSTDATNUNIEIN

N.2 Outcome >> NAITWAIN KPIs Laz Targets 289 Key Risks
2. Key Risk Indicators (KRls)

2.1 NTATIVATEANUIAADN LA Assumptions

a\ 1 ¥ v ~
2.2 aanLUULaraa@IdN KRIs ag1dinademnadd

2.2.1 Escalation Triggers >> I8N INIILADNI5NT Performance Monitoring

L% a [ < o Al Y o 1 . .
2.2.2 Loss Events >> 819029L38thU Asawndraansiagauniyln a1g9lais OpRisk Unit




COSO’s 2010 Board Risk Oversight Survey [

) (=3 1 Y a {a
MId1IIIANNNLIWYBY Board Members N1 200 ﬂu‘luﬂizmﬁawsgameuazﬁﬁu
What are the top obstacles that Inhiblit the risk oversight process? (multiple responses permitted)
Response E Percentage
There are more pressing needs, e.g., executing
strategy and/or making sure the organization survives 40%
Lack of understanding/acceptance of enterprise
risk management by board members 31%
Lack of percelved value of pursuing an ERM
approach to risk management 31%
Organlizational culture, e.g., risk management Is
viewed as a compllance actlvity, treated as an
appendage to performance management, etc. 29%
Lack of clarlty around/Inabllity to agree on
the entlty’s risk phllosophy 28%
Avallabllity of dedicated resources 26%
Disparate systems/processes make an
enterprisewlde view of risks difficult 19%
Inadequate risk management reporting,
methodologles, systems and data 19%
Decentrallzed organlization with highly
autonomous business unlts 17%
Lack of understanding/acceptance of enterprise
riIsk management by management 15%
Difficulty In getting on the same page with
management with respect to the entity’s risk appetite 14% 13

Other 8%
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5. TWmfanawzunitasafy Risk Management and Oversight sasulin (1 = wiukioviaufan 89 4 = vluimnnilan)
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2. idwsszduda i s

wila i adunsan st 1% (2)
ATIADY f20WT waz 1 ’
amane A%l

3. vhindl suuuasvingns
wioemania auau nrsudins 1% (2)
arnndsalisindunistaah

1% (2)

9% (18)

8% (16)

10% (21)

Response Response
Total  Average

39% (77) 31% (101) 198 34

48% (95) 43% (84) 197 33

48% (95) 41% (82) 200 3.3

Total Respondents 200
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1 More Pressing Needs to Execute N19U3HITIANITBAZNISLIHITANALRes HwSaatfeani
Strategies and to Make sure the Firm Value Creation @@ Risk-Manage Value Creation
Survives.

2 Lack of Understanding/Acceptance of 21 miﬁ'mﬁﬂﬁ?.ladﬂm:ﬂ‘siumiaﬁﬂ’l
ERM by Board Members 2.2 miﬁ'@ummmaaasi'maafwLauawaaqﬂﬂa

3 Lack of Perceived Value of ERM by Board | @ 2.1 uaz 2.2
Members and/or Management

4 | iInfrastructure 183895 ERM 4.1 FBINNWY 121781 DI TDNBLAZDANT

4.2 Board Members (U19A1) a'mé'faaLi';mmzymnﬁwmmhﬂ
Guide fhasanstiananarlRAATELULAZNTZUIRMS
4.3 Infrastructure iﬁtﬁ%

N. Risk Charter Ltaz Manual L‘ﬁla Communication

9. Strategies and Plans ﬁﬂ&lyin\i W3¢ Risk Aa Possible
Deviations from Targets

A. NanIINuazdinnanIIN

J. KPIs, Targets and KRls l,‘ﬁ.a Monitoring
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. USENA9YaA1lag Risk-Managed Value Creation

* Risk Management Tageaaanns vs. Risk Oversight Tag
Board of Directors
- COSO L% 478
— 121la Risk Philosophy and Appetite
~  d@UNIUUATaRAA Portfolio Risks
— 33:%1%'5'1371 Established Effective Risk Management

—  ANIIANIIANMNLFYS Risk Response NIRANILEN (370

Monitoring)
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